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9.1 Introduction

Internet
— Internet protocol
— Internet address or IP address
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Internet Technology

 Internet Packets are like Postcards
— To/From addresses
— Finite but variable content
— Delivery failures
— Duplication (not normally a postal service)
— Disorderly arrival
— Variable delays

— Alternate routes/carriers
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IP Addresses

Assigned by the NIC (Network Information Center)
SAEQ QY =40 (i Sote= <Akt =2
ARC] == At Ot HZ 24

— 203.252.192.1

-4

MAELZ JJ=e
— NIC (NIDA: National Internet Development Agency)

==

ey ER-E-1=




Chap-9 (Internet)

IP Address Format

c IPZ=A S

0!

7 bits 24 bits

Class A [ONetiaT] e hostic

[1 - 127]

14 bits 16 bits

Class B

[128 -191] [0 -255]

21 bits

Class C

[192 -233] [0 -255] [0 -255]
28 bits

Class D
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Domain of IP

. OIE{Y BAEQ| X H YA

— userid@host-name.domain-name

 HSEHOZ P4
— Top-level domain
e = JIE
o J|2E
— Sub Domain
— eQ) sookmyung.ac.kr
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Internet networking components and protocols
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|IP Adjunct protocols
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9.2 IP Datagrams

Basic unit of Internet transfer
Analogous to physical network packet
Composed of

— Header that contains source and destination Internet
addresses, datagram type field, etc.

— Data area that contains data being carried

Encapsulation

— |P datagram travels in physical network packet or frame
— Complete datagram is treated as data by the hardware

— TCP/IP defines standards for encapsulation on most
network hardware
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|IP datagram Format

B [Circler of tronemission

1 2 3 4 5 & 7 8 2 1311121314151 1718 192021 222324 2526272829 3031 32
1

T —— I I — T T T T T _1 T T T T T 1
Marsion IHL Type o sarvice (TOS) Tosal |IEﬂE|H'|
Identificoficn O | Fragreres offset
Timetodive Protocal Header checkswm
Headar «

Savrce IP oddress

C=ctinosicn B oddress

COiptions

Poload « Pooad [= 65533 bytes)

10 11 12 13 14 15 14

Type of service: F"'E.u.l.enl-e!nce | TR UI‘I.IISE-L'JJ

‘ |— High relakiliy
High throughpaut

Lo clelory
Pricaisy (0.7

IHL = intermediate heoder length M = more fragments
C = don't fragment
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9.3 Fragmentation and reassembly
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Network MTU

Each network h/w technology imposes a fixed limit on the
maximum size of a packet

Size limit called Maximum Transmission Unit (MTU)

Encapsulated datagram must be less than network MTU
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Datagram Fragmentation

Needed when datagram larger than network MTU over

which it must travel
Performed by routers

Divides datagram into several, smaller datagrams called

fragments
Each fragment routed as independent datagram

Final destination reassembles fragments
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Datagram Fragmentation Detalils

Each fragment is a datagram
Router replicates initial datagram header for all fragments

Offset field in header gives offset in original datagram for

data in this fragment
Fragment bit in header indicates this is a fragment

Additional bit set in header to indicate last fragment
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Example of Fragmentation

* Original datagram

Fragment #1 (offset of 0)

Fragment #2 (offset of 400)

Fragment #3(offset of 800)
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9.4 |IP address

Number of bits — | |

> nicost

7 24
111 11 1ttt T 1P 1T 1T 11T 17 117 7 17 T 11 N
0 Matid Hostid Class A
7 14 16
T T T T T T T T T T T T [ T T T T T T T T T T T T T
110 Netid Haostid Class B
3 21 A
T T T T T T T T T T T T T T T T T T T T T T T T T
111G Matid Hastid Class C
4 ZH
1ttt TPt 1Pr bttt 11117 77T 17T 1T ° T 1|1
1110 Multicast addrass
% |
] 1ttt TPt 1Tttt 1T 117§ 77T 17T 1T ° T 11
[ 11

Class D = Multicast

J Class E = Resarved
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Subnet addressing

(ax)

8/°16/24 32

Internetwide netid

Hostid

-~ |nternet r-:::-u’rirlg F::u:lr’r—il-—

1S

-~ |ocal part———

24 | 32|

[
Metid

Subnetid i Hostid ]

—

Routing within THEE‘
- P
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IP Address(1)

OP F PD# Network NumberUFg SHC Bt
Host Number= U E & &t2| A}

Network (N) Host (H)
164 124 116 )
8bits 8bits 8bits 8bits
Class A N H H H
Class B N N H H
Class C N N N H
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IP Address(2)
1 7 24
Class A 0 N H
11 14 16
Class B 110 N H
111 21 8
Class C 1f1fo N H
171 2| Network #Li 2|
TH 2~ x o| AlX| 2
Network # 27 |o) 7153t Host Number 5| > 1BYe® = sl
Class A 1~ 126 (1267H) 167772147 (256"3-2) 1~126
128.1 ~191.254 6553471 (256"2-2) 128 ~ 191
ClassB (3576674
ClassC 192.0.1 ~ 25471 (256°1-2) 192 ~ 223

223.255.254.0
(20971507H)
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Network& Network Number & &t

164.124.100.3
164.124.1.2 164.124.180.5

LAN, WANE = =
2! SF Network
NumberE 0| &g

WAN (serial link)0fl

K& 2002l Host

et o2 A
LIH A= 25 AtE

otk =&

164.124.0.1

A A8 9| Interface Z | |
Z Host NumberZ 0| netC v B Y netD '

s 130.1.50.0 /' '\ 203.252.3.2 203.252.3.3
130.1.100.10 203.252.3.1
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Sub Network Number & &

409 HIELE 2l 1 164.124.1.3

0= T

JH 2| Class B Network 164.124.1.2 164.124.1.4
Number 164.124 Bt=
0| =8t
HERE = &
Network NumberE
AHOF =l Ct= A 4

St
=

Subnetmask < of 2

NASSIL HE Z2

= Class C2| Sub ‘ | |
= J J
Network Number £ & netc netD
Sfol= X0| B E A 164.124.3. 2/ \ 164.124.4.2 164.124.4.3

It
=3

164.124.3.1 164.124.4.1
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Subnetmask
Class A N H H H Class A N H H H
IP Addr 60 1 2 3 IP Addr 60 1 2 3
= 255 0 0 0 new 255 | 255 0 0
netmask netmask
masking 60 0 0 0 masking 60 1 0 0
Class B N N H H Class B N N H H
IP Addr 164 124 116 5 IP Addr 164 124 116 5
=e 255 | 255 0 0 new 255 | 255 | 255 0
netmask netmask
masking 164 124 0 0 masking 164 124 116 0
Class C N N N H Class C N N N H
IP Addr 203 252 3 1 IP Addr 203 252 3 66
= 255 | 255 | 255 0 new 255 | 255 | 255 | 192
netmask netmask
masking 203 252 3 0 masking 203 252 3 64
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Basic Network Configuration

130.130.2.2/24

130.130.1.2/24
130.120.0.2/16 130.130.1.1/24 \
s 0

/
=
YS\l < 130.140.0.1/16

S

130.120.0.1/16

130.130.2.1/24 130.140.0.2/16

e0 ¥  130.150.0.1/16

el| ~— 130.100.1.1/24
130.150.0.2/16

ol

[2 2 255.255.0.02 20|
StE 2 255.255.255.02 2[0O]

e0O— interface ethernet 0 2|0|, sO= interface serial 0= 2|0O|

= 2[0|
=
= 2[0|
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IP Address £ & (in Router)

global config modeOll 4 S & interfaceE Xl & &t = IP Address &
netmask & =

description= MetE|H & | X| B ip-address= -2

shutdownO| 8 AHEH U= E 2 no shutdown= & 200

JH
bl
0
ull
A
e
0o

Router(config)# interface interface-type [slot/]port
Router(config-if)# description description-for-this-interface
Router(config-if)# ip address ip-address netmask
Router(config-if)# no shutdown

Router(config-if)# Ctrl-Z

Router#




Chap-9 (Internet)

Data Link Protocol & &

LANZ Interfacetil = & &= 2 data link protocol= & & ot XAl Z0t&
&l X2 WANE Interfaceil = IP Address2t & JHl data link protocol

= S 4of0F &

(HSot= 2t 2| Interface0ll M & = & 8t datalink protocol= X

Holl OF &f

HDLC, PPP, X25, Frame-Relays = A = AS
CISCO 2t RE 0l M = default2 HDLCE 0| ¢&

1L

PPP= EZ0| 22 CISCO HIZ0| OlLl 2t REQF SIS0l =
PPPE 0|28 HS R X

OoO=2 A =2 O
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Address & & =0l

—— e telnet ——
Application ] Application
telnet * ping telnet

Transport * trace Transport

Internet ICMP ICMP  Internet

trace trace

Network Network
Interface Interface
Hardware Hardware

> > >




Chap-9 (Internet)

Internet Address Resolution Protocol (ARP)

* Internet standard for dynamic address binding

« Allows machine A to find machine B’s physical address knowing only

B’s Internet address
e Uses hardware broadcast

 ARP only used to map addresses within a single physical network,

never across multiple networks

e ARP details
— ARP table is merely a cache
— Entries should time out and be invalidated

— Machine can broadcast new binding when it boots
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ARP request and reply messages (2)

Machine A broadcasts ARP request with B’s IP address
All machines on local net receive broadcast

Machine B replies with its physical address

Machine A adds B’s address information to its table

Machine A delivers packet directly to B
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ARP request and reply messages (2)

A broadcasts request for B (across local net only)

Ty

B replies to request

W W= o




(a)

Chan-9 (Internet)

Bit order —am= 1] E|'§:' 16
Hardwore hype

Protaco| type
HLEM PLEM

Operation
HLEMN = Hardware address length
— —  PLEN = IP address length

| Sendar harcware ciddness o | Operation = 1 ARP request
= 2 ARP response
= 3 RARP request

— Sender [P address — = 4 RARP response

: Target hardwore addnass :

— Target I? addrass —

(b)
& & 2 A46-1500 4 w— Bfes
Etherne: [ DA SA | Type ARF/RARP message or [P dalagram FCS ‘

& & 2 & 2 38-1492 4

IEEE 802 3;[ DA | SA |length | UC | Type | ARP/RARP message or IP datagram | FCS ‘

Type = frame ype = QBOC [hex] = [Pwd d{:k:_:;r::lrn
QB80S = ARP request/reply message
B35 = RARP rn:—:q.le:at_fre:}|':,- message
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Algorithm for Processing ARP Requests

o Extract sender’s pair, (la, Ha) and update local ARP table
 |f this Is a request and the target is “me”

— Fill in target h/w address

— Exchange sender and target entries

— Set operation to reply

— Send reply back to requester
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9.6 Routing algorithm

e Routing in an Internet

Host delivers datagrams to directly connected machines
Host sends datagrams that can not be delivered directly to router
Routers forward datagrams to other routers

Final router delivers datagram directly

* Routing protocol

Gl Ol EF= encapsulationof Al & & otJ| 2| et protocol 2 IP, IPX,
Appletalks 0| 0| 0fl o & & Ct. routing protocol Ol 2t= X2 IP
packet, IPX packet, Appletalk packets= ME S B2 HEE
w et 2te|[otI] ?l et protocol Ol Ch. IP= routing protocol = RIP,
IGRP, OSPF, BGP==, IPX= Novell RIP, NLSPS =,
Appletalk2 RTMPE 0| & stCt.
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Example internetwork topology

etic 2 Meticl 3

Interconrection network
@ o Hest

Access network
[e.g. site/campus LAN|

P MNeticl 4

Line ID, cost

v
]

Metid | I'4

Hest o

R = router S = occess gateway



Chap-9 (Internet)

Network Layer & Routing Protocol

* Network Layer= Al Zf(source)0ll M £ & = & Xl (destination)JJ} A
Packet=S & Y
« Routing Protocol2 ctSEHZH0 S 2EEE =1

I

= Protocol

3
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Addressing & Network-level Routing

Network Node

1 1,2
2 1,2
3 1,2

Detination Router

Network Port
1.0 1.1
2.0 2.1
3.0 2.1
1.0 2.2
2.0 2.2

3.0 3.1
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Efficient Routing

Routing decisions based on table lookup

Routing tables keep only network portion of addresses
— size proportional to number of networks

— not number of hosts

Algorithm is efficient and “easy” to understand

Easy to automate routing table update
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- = O
. 4 N
Bandwidth 12 2H7?
Delay ofL] o
Reliability 2. 392 J|?
Load
MTU D
Hop Count ‘.
—'\_j
money

*OSPF : Bandwidth
*RIP : hop count
*IGRP : Bandwidth, Delay, Reliability, Load, MTU



Chap-9 (Internet)

Routing2t & Keyword

advertising = & announcement

neighbor cost = function (metric factors)

*RIP2| metric factor= hop count
next hop *|GRP2| metric factor= bandwidth,
delay, reliability, load, MTU

= N
=5 update *OSPF2| metric factor= bandwidth

partial update & full update
metric factor & metric | cost

Autonomous System Number (AS Number, ASN)
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IP Routing & & & Xt

» Global Configuration
— IP routing protocol= il otLIE & &
— Routing Update0i| & 0 & XH&2| Interfacelll & S =l IP Network
Address 1
» Interface Configuration

— IP Address 2! netmask X| &

W
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|IP Routing

Static Route vs. Dynamic Route

Static Routing
— Static Route
— Default Route

Dymanic Routing
— Interior Gateway Protocll
* RIP, IGRP(cisco), OSPF, EIGRP(cisco)
— Exterior Gateway Protocol
« BGP

ct S B = Static Route 2 Dynamic RouteE Routing Table0fl 2t 2|
ctREH= SAI0 042 IH2l Routing Protocol=2 2 & = US
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Static routing

(a)
(b) r1:
Nefid | Lline
1 ]
’ 1
3 1
A 4

Netid

e L3 RS —

Metid | Line
] 2z
7 Z
3 L1
4 3 7

R4:
Metid | Line
] il
2 5
3 3 5
4 L1
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Dynamic routing

Distance vector routing

Link-state shortest-path-first routing
— link-state algorithm

— Dijkstra shortest-path-first algorithm
Hierarchical routing

Classless inter-domain routing
Tunneling

broadcasting routing

— reverse path forwarding

— spanning tree broadcast
Multicast routing




Chap-9 (Internet)

Route & Routing Protocol

* Dynamic Route vs Static Route

* Dynamic Routing Protocol
— Distance Vector <-> Link State
o ==J| & update <-> H 3} Al = Al update
— Singleprotocol <-> Multiprotocol
o IP,IPXE sSAI0 X2l 25 <->=Al Al s
— Interior <-> Exterior
e HEF ISUW <> 2R HEFH 1S
— Singlepath <-> Multipath
o Cost)} CI2 linkE S A0 Ol Z0lAl 22 <> A0 0l

St
o)

— Hierarachical <-> Flat
e HSHOI HBHWEt<> HSHOIA £33

LS O
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Distance Vector Routing Protocol vs.
Link State Routing Protocol

5t 2t E o B
HEYYRS
Z

[z 19
2 X

ol F ot 2l RE{ 7} ¢ =
cost2} 215 of 2} FE{ 7FX| 9
costE &t

T M2 2 5 & update
convergence timeO| Z C}

Routing Table= ¢l & &t
SHFE O A HE

2t 22 E{ 7}

M U E2 Abe) EHel

L —

—_—

(@)
ARalo| M E =M X|77EX] 2]
costE Al Atet

H3lSA| 2 & update
convergence timeO| ZC}

Heotzl HETHS
CHE St ESA M=
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RIP (Routing Information Protocol)

RIPZ2 RFC10580f & & O RULY.

RIP2 BSD UNIXE| routedZ M & 2 H T U AL
distance vector routing protocol

Interior gateway protocol

r1n5etric factor= hop countE 0| =0t Jtset = et 2

. sing path routing protocolO| Ct.
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IGRP(Internet Gateway Routing Protocol)

IGRP= ciscoAtGl Al JHE8F X &.
distance vector routing protocol
Interior gateway protocol

metric factor Zbandwidth, delay, reliability, load, mtuE 0| & &t C}.

ME et
4 &F 2t

Ct. Ol A

(1

902 O+ CF routing information E
ot A= E=F 0| E ¢l

0l & 24 = Flash Updatect 1!
timeO| rip2 Ct Wit 2 Ct

210

ZIHHoZ WEH H
HIH S Al & oll =Ch.
=& &0l convergence

[ol L

roM

multi path routing protocolO| Ct. Z1& X[ Bt J| =& 2 2 single path
routing@ 2 & & & U 22 2 multi path routing2 & &= UAESF
= & ol =0 OF etLt.
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OSPF(Open Shortest Path First)

a routing protocol developed for Internet Protocol (IP)
networks by the Interior Gateway Protocol (IGP) working
group of the Internet Engineering Task Force (IETF)

— published as Request For Comments (RFC) 1247

was formed in 1988 to design an IGP based on the Shortest
Path First (SPF) algorithm for use in the Internet

Similar to the Interior Gateway Routing Protocol (IGRP)

was created because in the mid-1980s, the Routing
Information Protocol (RIP) was increasingly incapable of
serving large, heterogeneous internetworks.

a link-state routing protocol, contrasts with RIP and IGRP
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. Exterior Gateway Protocol (EGP)
- Q|2 Gateway =2 E == RFC-9040| 2 MHatElH /U4, RFC-
8271t RFC-888= LHHEEH =)|2 2Ct= I E

RIPAP. | - ar , RPP

e —— 4 R e

Autonomous System 1 Autonomous System 2
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Router -+ &

RAM NVRAM| Flash [ ROM

bootstrap program

A
=
et =l o) |10S(Internetwork OS)
== Pregicn
IS

active

coniig
file

WANRIEeraces

Interfaces
Console

(S} 19SsI) W
Auxiliary
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Router 2t 3 & & =Lt

e Console O| & (async serial port)

« Auxiliary 0| & (auxiliary async serial port)

 LAN, WAN InterfaceES = et virtual terminal 0| & (telnet)
e TFTP ANHE= 0| =

e NMS E 0|=
virtual terminal | thugl
console | terminal
y |
=% | TFTP
ags -
auxiliary = server

’S """ s~ modem NMS
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Console= 0| = st

ctRE 82

console

|

S

Router conO is now available
Press RETURN to get started

User Access Verification
Password:

Router>

Router>enable
Password:

Router#

Router#disable

Router>

Router>quit

user mode prompt

previledged mode prompt
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S H &Ef A3 HE

RAM

Router#show version \ NVRAM | Flash ROM
~ bootstrap program
=t
|OS(Internetwork OS)
pregram

1)V
Router#show process [cpu]

coniig
Router#show protocols file subset
[0)S)
/ Interfaces Console

Router#show running-config WAIZI In;el'f;:lces
S, MSs5]

Auxiliany

\

Router#show interface Router#show flash
Router#show interface serial O

Router#show memor
Router#show stacks
Router#show buffers

Router#show startup-config
Router#show config
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Hierarchical routing over the Internet

(b)

4 AP
i K I | (G : CPADP
I i
i i

—

S QRS Al = Dulnomous systm

estiaor gy ECF m iiarior qaleway prokos
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Tunneling Example

P |—

MorHP
netwark packet
- In
P -:||:|I:15_]rum
-
Heast [ I3 ‘—-— [ll" I [P I.F"—- [
AR
TP
Mudtiprctocal ."l.-"lu|li|:n:'-:{:i:-
t ol ier rouisr
—.I luninel L—
IP P e - IP
P P NP NP e
TN = | L
Pl ¥ PL T E . Bl PL ¥

Aprress
iy

LP

PL
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9.7 ICMP

 Internet control message protocol
— an integral part of all IP implementation

— Used mostly by routers to report delivery or routing problems to
original source

— Uses IP to carry control messages

e main functions
— error reporting
— reachability testing
— congestion control
— route-change notification
— performance measuring
— subnet addressing
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ICMP messages

Error reporting

— Destination Unreachable
— Time Exceeded

— Parameter error

Reachability testing
— Echo Request/Reply

Congestion Control
— Source Quench

Route exchange
— Redirect (change route)

Performance measuring
— Time-stamp request/reply

Subnet addressing
— Address Mast Request/Reply
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ICMP Message Encapsulation

Type Code Checksum
UNUSED (Must be Zero)
Internet header + 64 bits of data

* ICMP message has header and data areas
o Complete ICMP message is treated as data in IP datagram
« Complete IP datagram is treated as data in physical network frame
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9.8 QoS support

* To meet more varies set of QoS requirements
— IntServ : integrated services
— DiffServ : differentiated services

— type of service field in IP packer header
 be used by routers
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Integrated services

« Three different classes service in IntServ solution
— guaranteed class
« aspecified Max. delay and jitter
 an assured level of bandwidth
» are guaranteed
o for application involving the playout of real-time streams

— controlled load (as predictive) class
 no firm guarantees are provided

« a constant level of service equivalent to that obtained with the
best-effort service at light loads

o for application involving real-time streams that have the
capability of adjusting the amount of real-time data

— Dbest-effort
* for text-based applications
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Control mechanisms for QoS

Token bucket filter
— an amount of buffer/queue space is reserved for each flow
* in a container called a bucket
 token: the quaranteed QoS requirements

Weighted fair queuing
— agueue management to ensure the quaranteed QoS requirements
» compares the time-stamp of the packet

Random early detection
— a gueue management to ensure the quaranteed QoS requirements

e compare the queue length

Resource reservation protocol (RSVP)
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RSVP principles

Bold lines shows

1 the multicast free
path message

pathtear message

reserve message
path-tear message

= host @ = router . ir
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RSVPOI A2 TIOIRH =5

Sanding Host

e ll"*'" +1+'. iI‘_ ‘_ i
1"!|II|I""I|II|." 'i!tf-li_t't {Eparocts !:t':""- 5 ;..

i

;"ﬁh--' S ST o ]




Chap-9 (Internet)

DiffServ

(b)

[

Marker Shaper/ e
c:lms.suher dropper

q--

DiHServ net/internet

i

PHB1
" B‘é‘_ — PHEZ2 e
classifier )
el  PHB 3
CR = core router BA = behavior aggregate

|/ER = ingress/ egress router PHB = perhop behavior
MF = multifield
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9.9 PPP link layer

Intranet Cloud

ey PSTN cmiid

AT TT I T T I T TTI LT u ‘#
. ___°k -
NAS

TN

Private Network

User (Client)

IP connection

7 %54 21 Dial-up Service

OLayer 2 Mode OLayer 3 Mode

Link Layer Frame

Tunneling Pakcet Format
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Layer 2 Mode and Layer 3 Mode

Remote

Access
. Concentrator
: IP Netwark

7|

: — || Authentication
Frame Relay N { E== | Sl Accounting
Permanent J | =:- 7 Authorization
Vittual Circuit /| Router |} {IPManagement
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