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6.1 W AHAME 22| (deadlock principles)

- wEEl of

/* DeadLock example.c */ & AIS =2 9O|s NG
#include <pthread.h> c? glilixll = —_Q_?_H > e Oﬂkl
#include <stdio.h> I:IHT'__ 7| H= Al’ o OI'Dlj
#include <unistd.h>
#include <stdlib.h> &= Ol [[H HEFg_I -CI)-"E —E—X‘”E?
int a[4] = {150,100,200,50}; // account
intb[4] = {1, 1, 2, O}; // credit status
void *funcl() { // deposit void *func2() { // credit evaluation
int tmpl, tmp2; int tmpl, tmp2;
... // pre processing ... // pre processing
entercritical(a) entercritical(b)
tmpl = a[l]; tmp2 = b[1];
tmpl = tmpl + 10; if (tmp2 >= 2) {
if (tmpl > 200) { entercritical(a)
entercritical(b) tmpl = a[l];
tmp2 = b[1]; tmpl = tmpl * 0.05;
tmp2 +=1; a[l] = tmpl;
b[1] = tmp2; exitcritical(a)
exitcritical(b) }
} exitcritical(b)
a[1] = tmp; ... // post processing
exitcritical(a) }

... // post processing

}
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ZRAH A
Qo] 73y
1 2
Release
Pand Q
A want A
Rt Release
equired B
Get A
B 8 deadlock Pand Q
Required inevitable want B
Get B 5
4
6
BV PN
P Get A Get B Release A Release B po] z=y
V] =zz82pet @it 2%
%49 AS ST PR
N o
\\ = ZEAXL P Q7 B Required “—————"—""
29l B A-g-she g B Required
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Process P Process Q ES PR
Qo] s
GetA GetB S :
Release
L ] L ] A
4
Release A Get A A
Required Release P and Q
' e B want A
GetB Release B GetA anr
L N ) L N ) B
Required
Release B Release A s s
Get B -
. * # * * #
6
ZRA A
GetA  Release A  GetB  Release B po] )
A Required B Required
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AR 7= X (reusable)

T2 M AT ALSFCHD UOK|K|E e Xt
A8 = HHESHOF g

0f]: X2|7], I/O channels, &/E X M2 2|, &X], 74
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- H22 &2 (7F8 M22| 27| = 200Kbytes)
— = .
- C|239 HO|ZZ 0| 8¢ HY Procen Procen @
Step Action Step  Action
PL // W22 BY P2 R e T
P2 Request (T) qs Request (D)
o . Ps Lock (T) qs Lock (D)
Request 80Kbytes Request 70Kbytes b ot oy B e yeten
S i Ps Unlock (T) q, Unlock (D)
Request 60Kbytes Request 80Kbytes
Example of Two Processes C r R ble R:

L SH A=A O O
ST ol WHSHIET /TOT

EJ
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J

FEHS &2

A0 M X2 (consumable)

o

Y EEIUCH7L AHEE = 28K = X}
- QAR AHR T2 M A

of: AHEE, A|a'2, HIAIX], /0 HIo A= HE

rIF

M| A|X| £=410] blocking 2210 = O|20{X|H XAt
Ef 7 2l = AS
Of: 4 Al 245t= mEHEY

P1// &M P2

.Ii;eceive (P2) .Ii'eceive (P1)

g;:nd (P2, M1) g;:-nd (P1, M2)
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6.2 W EMAEL o2t (deadlock prevention)
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/* DeadLock example.c */
#include <pthread.h>
#include <stdio.h>
#include <unistd.h>
#include <stdlib.h>

int a[4] = {150,100,200,50};

int b[4] = {1, 1, 2, O};

void *funcl() {
int tmp1l, tmp2;

... // pre processing

entercritical(a)

tmpl = a[l];

tmpl = tmpl + 10;

if (tmpl > 200) {
entercritical(b)
tmp2 = b[1];
tmp2 +=1;
b[1] = tmp2;
exitcritical(b)

}

a[l] = tmp;

exitcritical(a)

... // post processing

}

// account
// credit status

// deposit void *func2() { // credit evaluation
int tmpl, tmp2;

... // pre processing

entercritical(b)

tmp2 = b[1];

if (tmp2 >= 2) {
entercritical(a)
tmpl = a[l];
tmpl = tmpl * 0.05;
a[l] = tmpl;
exitcritical(a)

}

exitcritical(b)

... // post processing

}
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Al A" MEf T2
« OFH &lEl(safe state): WA &Ej 7} TAMSIX| RUERE =
EMASOA XtHS 2T = A= 2T FEYL "IH
« SOI™ AMEl(unsafe state): A27} Q2
o X<l stck 7{E (Resource Allocation Denial)
— XIS SrCrSE M MAFALER T} 2EAEE TS M 0| Ql=X| ol B2
SXOZ me}
- WAMES| 7ts40| 9= M Xt €. F, QtETt HE E A%
ALY = A= ol o X =
- 4 Z=NAS0| Hatt XAASE 0|2 2EHAM oA Yeqof e
« EZMA AlEF HEL (Process Initialization Denial)
— WAME I EMS V50| JISEH ZEMA AR AR
HeH M mAMEfQL 7|0F 17
W EAEY 3 1)
Banker’'s Algorithm
« Ot HEHf EE apd
R1 R2 R3 RI R2 R3 R1 R2 R3
P1 3 2 2 P1 1 0 0 P1 2 2 2
P2 6 1 z) P2 6 1 2 P2 (1] 0 1
P3| 3 1 4 P3| 2 1 1 P3 | 0 5)
P4| 4 2 2 P4| O 0 2 P4]| 4 2 0
a5 FEC g FHA C-A
RI R2 R3 R1 R2 R3
ENEIEE ElFaFN
9 e R 71 ¥E Vv
(a) 27] 4
Rl R2 R3 R1 R2 R3 R1 R2 R3
Pl 3 2 2 P1 1 0 0 P1 2z 2 2
P2 O 0 0 P2 O 0 0 P21 O 0 0
P3| 3 1 4 P3| 2 1 1 P3 1 0 3
P4| 4 2 2 P4 O 0 2 P4| 4 2 0
FEREERe I YA c-a
R1 R2 R3 R1 R2 R3
(915 T[] (6 [ 215
Al ulE| R L ER
(b) P2 53
B S Ay I RFALE OF 7| Of 18




R1 R2 R3 R1 R2 R3 R1 R2 R3
Pl 0 0 0 Pl 0 0 0 Pl 0 0 0
P2 O 0 0 P2] 0O 0 0 P2 O 0 0
P3 3 1 4 P3| 2 1 1 P3 1 0 3
pal 4 | 2 | 2 pal 0 | 0 | 2 P4l 4 | 2 | 0

PERTEYS EEEEDY c-A
R1 R2 R3 R1 R2 R3
(9136 |
PR 71§ WE v

(c) P1 58] 9

R1 R2 R3 R1 R2 R3 RI1 R2 R3
Pl 0 0 0 Pl 0 0 0 PI{ O 0 0
P2 0O 0 0 P21 O 0 0 P2 O 0 0
P3| O 0 0 P3| 0 0 0 P3| O 0 0
P4| 4 2 2 P4| O 0 2 P4| 4 2 0

a7 3dc EEEEDY ek
R1 R2 R3 R1 R2 R3
9 [ 36| [ 9 [ 3] 4]

A9l W] R 7hg WEl v
(d) P3 53 9

WA DAAE|QF 7|0F 19
6.3 W EAE] 3/ T
1 4 [
Banker’'s Algorithm (4|=)
=
=0 Al H I eH I
- SQHH HEf TH'E of
R1 R2 R3 R1 R2 R3 R1 R2 R3
P1 3 2 2 P1 1 0 0 Pl 2 2 2
P2] 6 1 B P2] 5 1 1 P2 1 0 2
- P3| 3 ] 4 P3| 2 1 1 P3 I 0 %
= Xl gtk AHe pa[ 4 | 2 | 2 pa[ 0 [0 |2 P4 4 | 2 | 0
. PEEETT T YL A C-a
(Banker’s algorithm) v °
R1 R2 R3 RI1 R2 R3
it =
T ZEME AFH AT [0 [ 3 [ 1Tz
AHed E R 7he HE v
(a) 7] A
R1 R2 R3 R1 R2 R3 R1 R2 R3
Pl 3 2 2 Pl 2 0 1 Pl 1 2 1
P2| 6 1 3 P2| 5 1 1 P2l 1 0 2
P3| 3 1 4 P3| 2 1 1 P3 1 0 3
P4| 4 7 2 P4] 0 0 2 P4| 4 2 0
FEETEYS TF AYA C-A
R1 R2 R3 R1 R2 R3
[ 9 [ 3 [ 6| Lo [t [ 1]
A4l e R 7he W v
(b) P1o] 291 R17} R3-& dhup Sk e
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Banker’'s Algorithm (A|=5)

o ¢n2F 7 0

struct state {
int resource [m];
int available[m. ;
int claim[n] [m];
int alles[n] [m]:

a) T TpRAE

if (allecc [i,*] + request [*] > claim [i,*])
< Brror >; J* A ga3o] 2 7% F R F +/
else if (request [*] > availakle [*])
< suspend process >;
else | /e A gEg AFEYelad */
= define newstate by:
alloc [i,*] = alloc [i,*] + request [*];
available [*#] - available [*] - regquest [*] =;

if (oafc (ncwaotate))
< carry out allocaticn >;
else {
< restore original state >;
< suspend Process »;

(b) A BE woeE

Al DAALE QL 7| of 21

Banker’'s Algorithm (A|=5)

#H ¥ndE 79 o (A=)

boolean safe (state S) {
int currentavail [m];
process rest[<number of processesx];
currentavail = available;
rest = {all processes};
poasible = true;
while (possible) |
<find a process Pk in rest such that
claim [k,*] - alloc [k,*] <= currentavail;s>
if (found) ({ /* PR 2 A EYold =/
currentavail = currentawvail + alloc [k,*];
rest = rest - {Pk};
}
else possible = false;

}

return (rest == null);

(c) HEi3t 4] &9 Yn2lE(Run Y=E)

8 69 pmiptE N CE]

Wa A mALAIENQL 7|0 22
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semaphore fork [5] = {1};

int i;

void philosopher (int i)

{

while (true) {

think();
wait (forkl[il);
wait (fork [(i+1) mod 5]);
eat () ;
signal (fork [(i+1) mod 5]) ;
signal (fork[i]) ;

}

wvoid main(}
{
parbegin (philosopher (0), philoscpher (1),
philosepher (2), philosepher (3),
philosopher (4));
}
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semaphore fork[5] {1}
semaphore room = {e};
int i;
void philosophner (int i)
{ while (true) {
think{) ;
wait (room) ;
wait (fork[i]];
wailt (fork [(i+1) mod 5];;
eat () ;
signal (fork [(i+l) mod 5]);
signal (fork[i]l);
signal (room) ;
}
}

void main()

parbagin (fhilozopher (0), philesopher (1),
philoscpher (2), philocsopher (3),
philosepher (4));

}
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monitor dining_controller;

cond ForkReady [5]; /* FEE AP =0 W =/
boolean fork[s] = {true}; /* ZF R AMbE ofR x/
void get_forks (int pid) /% pids At} 1de] 5 s/

int left = pid;
int right = (++pid) % 5;
/e Azl ¥ ERAT +/
if (!fork(left)
cwait (ForkReady [left]) ; g == el 7] o«
fork(left) = false;
/% LEZo] ¥l XA T */
if (!fork(right)
cwait (ForkReady (right) ; /* 23 ol i) +
fork (right) = false:
1
void release_forks(int pid)
{

int left pid;

-~

int right = (++pid} % 5;

f* AFAFU XA +/

if (empty(ForkReady [left]) /* 0 7)Es meAas) gle */
fork(left) = true;

ELES /* Ui Z2AAE G~/

csignal (ForkReady [left]) ;
/* LEZR] B EI Ul =/

if (empty(ForkReady[right]) J* 7)Ee ER A Ale o/
fork (right) = true;
Qs /+ IZ1SE LA Al +/

csignal (ForkReady [right]) ;

void philosopher [k=0 to 4] J*  5ule] A&z} = o/

while (true) {
<think>;

get_forks (k) ; f* APt 2UEE 5] F ol T2 aH
<eat spaghettis;
release forks(k); /= AttAlt 2UE S F6l 78] =g =/

t
}

EEET =ueis oiget Austs 2em 25 a2 W
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e EIZMAZEE A (IPC: InterProcess Communication)
— Al < (Signal)
— I}O|Z(Pipe)

parent chid

— OA|X| HZ(Message passing)

- 28 M| 2 2|(Shared memory) e T

— M|OpZE O{(Semaphore)
kernel kernel
stack stack

. struct
sending tasks msqid_ds

T

heap heap

‘ | _1 data ]| | i
lmngmngmsg]ﬂ text shared =

) ; text
| memory |
y ' R
receiving tasks
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01 SIGHUP Hangup. ZRAJA7} 4§70} ha o] St 291 el g 9
= ANE 2 mtetee LA A 7 TR A A o] A & BTt
02 SIGINT olEldE
03 SIGQUIT Quit. AME-A7 57 ZREHLEFA 7| LI HIS BFHT T A-S
(it SIGILL EygEdsd
05 SIGTRAP Edo]x Ef. TR 20 8 A & £ 3T+ 90t
Ls] ST WwrEego]
07 SIGEMT EMT ™58 o]
08 SIGFPE gzl o 2]
= SIGRILL Kill T2 4 i
10 SIGEUS B of 2]
1 SIGSEGY | AMTHE0|H .7 T2MATF Ao A TEHE o]0 312
12 SIGSYS A7 Zdef|A] BRE RS
13 SIGFIPE gtolZ 0.5, wo|Zofl dlo|H|& 202 TRA A7 fiu], 1 sto]
=2 dlofe§ 2 g w4
g SIGALRM ok ZE A5 LA 2T o] Fof A& o g 218
15 SIGTERM SEEgolER
16 SIGUSR] ARERF A2 Al 1
17 SIGIISR?. Alea) A o] ] d 2
18 SIGCHLD ApA] TRA A ER
19 SIGPWE. Y A
& O|FH& E O A}A Ol bS5 kel
I HESR FAY 8 A0 ™2 e Aot 210 "
A EHGHA] | EH
EI |_q— OO IS
OLIA ° EH (=)
FHL BdE 78 XA
o
HAY it
— Atomic operations execute without interruption/interference
Al 2t
— = A
— Only one thread at a time can acquire a spinlock.
— Any other thread will keep trying (spinning) until it can
acquire the lock.
M|OF=0f
— Binary semaphores, counting semaphores, reader-writer
semaphores
A (barrier)
— To enforce the order in which instructions are executed
e mArEfet 7|of 32
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E 63 | 2l=A2] #HipE ol

. QIX}H Gl
=1 = L= A 44k
. ATONIC_INIT (int i} (BT AR 2R MY
(atomic operation) e ey ATTATRTE
void atomic_set (atomic t*w, int i) 8 Heid hvE 43
void atomic_add(int i, atomic_t *v) & vol TE
void atomic sub(int i,atomic t *v) ol A 1S9
void atomic_inc(atemic & *v) & RS S7-A17
vold atomic dec(atomic t =v) v8 e daA 9
int atomie suk and test (ink i, vl 4] 12 4. 7 Azt ool 1 d, ohdE
atonic_t *vl =]
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int atemic_dce_and_tsat latomic_t 4wv) vol 4 1 #. 2 A7} o] 18 | H, o
0
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vold ser_bit(inc nr, void *aadr) addie] FHed 7l =] Al e U] S5 -E (e
void clear_bit({int nr, void *addr) addre| 7€ 7= 8] = 1§ 04 nrvi =55 4 = Fcier)
void change_bit(int ar, void *addr) addre] 7] 7] = HIE o] A nr H] & 9hH (invert)
int test_asd set bit(int ar, addre]| 712]7) = H Ef e 4 nr | EE HAS]a, 1
vold =adde o) M2y = 2
int test_and_clear_bit(int nr, addet] 712} 7] Bl EYe A o H]EE £ A5
ot redar] 0, 50]8 2] o= ghg ee
int test and change bit(int nr, addre] 712] 7= v Ef o 4 ne b EE g, o
woid *addr) BELE R =G|
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(Spinlocks)
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void spin lock(spinlock t =lock)
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void spin_lock :rglspinlock_t
*lock)
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void spin_lock_irgsave (spinlock t
*lock, unsigned leong flags)

spin ok _ags] 7] £ 2 5.
o= A S 4

FrtEom

g o=

void spin lock bhispinlock €
=lock]}
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void spin unleck{spinlock t *loak}
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void epin unleck irg(spinlock t
=lock)
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vaid spin_unlock irgrestore
(spinlock t©
*lock, unsigned lonc f£lags)
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£ 2k B A 2)22.9] S (ottombalf) 4 2]
E98

woid spin lock init (epinlock_t
*1lock)
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int spin trylock(apinlock t
*lock)
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int spin_ i= locked{spinlock t *lcck)
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wold gema_irit (struct senaphore *mem,
int count)

(Semaphores)

Aehze] § 24 4. Aol el el 27] ghe count B

void init_ MUTEX (struct semaphore
*gem)

- 7|2 MotZof
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void -nit_MUTEX_LOCKED (struct
semaphore *sem)

(up, down),
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vold down(struct semaphore *sem)
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int down_interruptible (struct
semaphore +sem)
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int down_trylock(struct semaphcre
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e olofd ez e
vold up(struct semaphore *sem) Autzo| & vig
7127 Mute]

void init_rwsem{struct rw_semaphore,
*rwsen)
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void down_read (struct rw_semaphore,
*rwsen)
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=
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void up_read{struct rw_sgemaphore,
*rwsem)
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void down write{struct rv_semaphore,
*Iwsen)
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void up write{strust rw semaphore,
*rwsen)
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barrier() Hutelert WEe] Ale £ A4S AAY S HE AL
smp_rmb() SMP A] 259 4] 4= rmb( ), £+ 4] 27] A] 2§91 Af = barrier( )
 wib | ) SMP A 2o A = wmbi ), THE A 2 7] Al 28] A = barrier( )
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Solaris A 4| E 7|3} =2|0|E| B

o =2 H{H| (mutex) 2f

— A mutex is used to ensure only one thread at a time can access the
resource protected by the mutex.

— The thread that locks the mutex must be the one that unlocks it
o MOz 0| (semaphore)

— Solaris provides classic counting semaphores.
o Q7|-27| 2t (readers/writers lock)

— The readers/writer lock allows multiple threads to have simultaneous
read-only access to an object protected by the lock.

« X7 ¥ (conditional variables)
— A condition variable is used to wait until a particular condition is true.
— Condition variables must be used with a mutex lock

oM mALAEfQL 7|0} 37
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2.4 (1 octet)
282} (3 octets) wlock (1 octet)
2} (1 octet) o 7] A} (2 octets)
izl ooen) union (4 octets)
(B4 AR 2oy =
3 $432Ql AH (4 octets) »7] 83 72
(12 Sof g &3 2y,
74 AR Loly,
E= H ek (tumnstile) ID)

A= 453} (4 octets)

(a) 43 A (mutex) 2}

(c) ¢471/27] 2

L& (1 octet)
wlock (1 octet)

o 7] 2} (2 octets) tfj 7] 2} (2 octets)

(d) =4 ¥
4= (4 octets)
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O
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— Executive C|AINA 24K (CHZ| @H4=(Wait functions) AtE)

Z 67 | Windows &7 |8 24|

A3 -4 e Aads A3 oi7] 2 =2 g
a2 Az AL M S, 2d|ETHE 8 w5 ol
(notification event)
71k Alag Ao g g AdEFhAAE Y T2 =71 Aol
= A S RAEEHE2H =) A =7 Aol

25 mutex g

detzo] Aetze] 7o e a5 7ol
Polooz g

i

o17]7Fs olu] AR EREFIEAHE e HA EE w feid
7hed Be) qlepe] 43

IEREE wi rfeiy

oo A= 2 25 jeld

Aae 42 el

e maryelet 7|0t 39
Af= HE EHE 7|E
CH7| e (Wait functions)
— The wait functions allow a thread to block its own execution.
— The wait functions do not return until the specified criteria
have been met.
A ¥
— Similar mechanism to mutex (except that critical sections can
be used only by the threads of a single process. )
— If the system is a multiprocessor, the code will attempt to
acquire a spin-lock.
Slim 2}7|-2A7| &}
— Windows Vista added a user mode reader-writer.
— 'Slim" as it normally only requires allocation of a single
pointer-sized piece of memory.
Condition Variable
— Windows Vista also added condition variables.
— Used with either critical sections or SRW locks
e maryelet 7|0t 40
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